Web Services Directory based on Peer-to-Peer Technology

Joachim Gotze, Markus Hillenbrand, Paul Muller
University of Kaiserslautern
PO Box 3049
D-67653 Kaiserslautern, Germany
{j_goetze, hillenbr, pmuellé@informatik.uni-kl.de

Abstract

Service-oriented architectures foster the interactioa of
multitude of different services. In order to ensure flawless
service interaction a directory service is needed that can b
used to find suitable services for a desired task. A central-
ized solution for local services might be suitable for small
systems, but on a larger scale — when systems start to inter-
act via Federations of Trust — the need for an highly avail-
able and easily maintainable directory service arises.

1 Motivation

The directory service of a service-oriented architecture
(SOA) is a core component due to the concept of service
utilization in SOA. In this concept a directory service s®r
information about available services and allows the redtie
of this information for clients requesting access to these s
vices. Figure 1 illustrates the concept and shows the impor-
tance of directory services that are involved in nearly gver
service request in a service-oriented architecture.

Although various solutions for directory services exist,
there are some common drawbacks that a powerful solution
for a highly distributed service-oriented architecturesmnu
overcome to be advantageous. Some of these drawbacks
are:

e Centralized service:Typically a directory service is

service is added manually and even if it is maintained
regularly, this is only possible with a huge effort when
the system becomes large. As a result a lot of entries
in a directory service might be outdated.

Censorship of servicesA directory service for non-
commercial services might be maintained without cen-
sorship even if there are services included belonging
to different service domains. In a business environ-
ment most companies would suspect censorship if a
directory service is maintained by a direct competitor,
because missing core services could result in a weak
position on the market and soil the service provider’'s
reputation.

Incompatibility amongst different service domaiirs:
teroperability is one of the major goals of Web Ser-
vices, but in order to foster interoperability amongst
different service domains in a service-oriented archi-
tecture a common service directory is to be agreed
upon that both parties can use to retrieve service infor-
mation. If both parties use different directory services,
these services might be incompatible and a new direc-
tory service might be introduced to support the coop-
eration resulting in more severe forms of the above ex-
plained drawbacks, e.g. maintainence of service infor-
mation.

In order to handle the above drawbacks a new solution
for a directory service has to incorporate various technolo

a centralized service providing information about the gies. The directory service proposed here is using Peer-
services in the local service domain. Because of the to-Peer (P2P) technology to overcome the problems of dif-
centralization this results in a single point of failure if ferent service domains and introduces advantages of P2P
this service is not available. Additionally, during oper- networks to directory services like better availabilitydan
ation a single service can be a bottleneck and accountobustness. Additionally, P2P technology is used to cre-

for a severe performance impact.

ate a decentralized directory service minimizing problems

like performance bottlenecks and eliminating a single poin

e Uptodateness of informatiorithe quality of a direc-

of failure in the service-oriented architecture. To prdud t

tory service is closely related to the quality of the data applicability of this approach, a prototype has been devel-
it is providing. In common directory services a new oped in the project Venice — performed at the University of



face.
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3 Venice Architecture

In the Venice project different architectural approaches
for VoIP are under investigation and tested on prototypes.
The main focus lies on the service-oriented approach us-
ing Web Services and Peer-to-Peer technology. This sec-
tion provides an overview of this approach and the result-
ing architectural design. Details and related work will not
be discussed in detail, they have been published previously
and can be gleaned in [7, 8, 9, 10, 11, 12]. Basically, the
benefits of the architecture compared to existing H.323 or
SIP-based solutions or products like Skype [13] are the open
and service-oriented approach and the migration fromtlien
code into distributed services. This makes it easier to de-
velop and integrate new supplementary services into the ex-
isting infastructure and allows for thin clients running on
diverse platforms.

The services offered by a VolP provider can be classi-

Kaiserslautern in cooperation with Siemens AG — which fo- fied into three distinct categorieManagement Servicese

cusses on the development of a service-oriented Voice oveSerVices necessary for the common usage and maintenance
IP (VoIP) architecture of VoIP services. Th@asic VolP Servicesontain all ele-

In the following, section 2 gives a short introduction into mentary functions that are responsible for making a phone

the area of directory services and its related technologies call W'th pther part|C|_pants. Thg_category_@tﬁpplementary
Servicedinally contains all additional services that comple-

Section 3 outlines the Venice architecture on an abstract he Basic VoIP Servi q i fort b
level. In section 4 the project JXTA is briefly explained, be- ment t € basic Vo ervices an contribute com _ort &
fore, during or after making a phone call. An overview of

cause of its major role in the implementation of the concept " hi b in fi 5 and will be di
proposed here. Section 5 describes the concept thoroughlf?hIS architecture can be seen in figure 2 and will be dis-

and gives an overview on implementation details. Section 60ussed in the next subsections.
concludes the paper with a summary and an outlook.
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Figure 1. Concept of service utilization in
SOA

3.1 Management Services
2 Related Work Several Management Services help VoIP providers to ac-
tually create a distributed and open Voice over IP infrastru

Universal Description, Discovery, and Integration ture. Currently, the following services can be identified:
(UDDI) [1] is the common solution for a directory service

in a service-oriented architecture. A lot of further resbar
has been done to enhance and improve the basic concept of
UDDI.

e Role-based Single Sign-on (SSO). In order to access
all services of a VoIP provider, a token-based single
sign-on strategy is the most promising approach [14].

In [2] a Peer-to-Peer-based replacement for the central
UDDI registry is introduced. Aiming at the weak points of
a UDDI registry — namely scalability and being a potential
single point of failure — a solution is provided implemeigtin
a decentralized UDDI registry using P2P technology.

Several other solutions like [3, 4, 5] also address replac-
ing a central UDDI directory with P2P technology. [6] ad-
ditionally uses semantic annotations for service disopver
While adhering to UDDI data types and terminology, they
all do not allow for brokering arbitrary data structureslik
the solution proposed in this paper. Additionally, they use
P2P technology directly while the solution proposed here
wraps P2P technology using a standard Web service inter-

Because there may be several services involved in the
process of making a phone call, it is very important
to use an authentication strategy based on single sign-
on. This strategy allows the user to be authenticated
to any service inside the authentication domain with-
out the need to enter his credentials more than once. In
order to support dynamic interaction of users the VolP
providers themselves form a federation of trust. This
federation of trust allows a user to initiate and receive
calls or change the settings of the supplementary ser-
vices he is using while being connected with a VoIP
provider that is not the VoIP provider the user is arti-
cled to by a contract. A more detailed description of
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Figure 2. VoIP Architectural Overview

this token-based single sign-on solution can be found
in [15].

e Metering, Accounting, and Billing (MAB). Because

of the service-oriented approach used in this architec-
ture, it is possible to use services that provide the same
service with different characteristics, e.g. quality of
service. All these services do not need to be made
available by a single provider, but it is possible to use
services of different providers. As a result a multitude
of different service providers can be involved in a sin-
gle phone call. In order to have a reasonable account-
ing for services used, the VoIP providers need to have
a metering system that keeps track of all requested and
utilized services in the VoIP system.

e Software Deployment (SDS). In order to provide an
easy-to-use VoIP application to the end-user, it is im-
portant to dispense the user from tasks like installing
and/or updating software. A Software Deployment
Service allows the user to use an up to date application
without any further effort. A comprehensive overview
of the Software Deployment Service developed can be
foundin [11].

e Information Brokering (IB). Because of the poten-
tially huge number of information, it is important to
have an Information Brokering Service that is able to
support a large and variable amount of information,
while also allowing to scale up to a growing quantity
if for example new services are introduced. The In-
formation Brokering Service is an extended directory
service with the ability to broker additional data struc-
tures that go beyond typical service data. The concept
proposed here also allows the brokering of additional
data as explained later in section 5.

e Feature Interaction Manager (FIM). This manager
component is commissioned to check any request for
a supplementary service of the caller or the callee with
respect to their usability and applicability. The main
focus is to ensure that there is no undesired side-effect
because of the consecutive use of multiple supplemen-
tary services. Any recognized side-effect is being de-
tected and resolved by using a knowledge base to pro-
vide the maximal functionality of the supplementary
services requested.

As all of these components are implemented as Web Ser-
vices, their interfaces [8, 11, 15] have to be well designed
and agreed upon. Only this makes interoperability between
service providers possible and allows the customer of one
provider to talk to a customer of another domain.
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The actual VoIP Service is the core component of the
architecture. This component provides the basic functiona
ity for Call Control, i.e. allows a client to initiate, perim
and end a phone call. This implies that this component is
directly connected to the client applications and provides
abstraction from the underlying telephony technology. A
special component using the Information Broker is respon-
sible for finding VoIP users in other domains and routing the
phone call through the system to the other provider's VolP
service (i.e. WSBridge in figure 2).

3.3 Supplementary Services

Supplementary services are placed around the core VolP
Service and make it worthwhile for customers to use a spe-
cific VoIP provider. They offer functionality that can be
combined to satisfy a customer’s needs. Typical supple-
mentary services for private and business customers akre Cal
Waiting, Call Forwarding, Call Hold, Three-Party, etc. And
there are extensive supplementary services like a cakkcent
that can be found in larger companies. Currently, there are
several hundred supplementary services available in ISDN
and GSM networks — some more, some less known [16, 17].

overlay network provides a default resolver service based
4 JIXTA on rendezvous peers. Rendezvous peers are peers that index
advertisements to facilitate the discovery of resources in
ogPeergroup. Rendezvous peers are defined in the scope of
; peergroups to reduce the communication complexity. Any
peer can potentially become a rendezvous peer, except pro-
hibited due to security considerations.

Rendezvous peers maintain an index of published ad-

) 2 . vertisements using the Shared Resource Distributed Index
JXTA is the definition of a generic Peer-to-Peer overlay net- (SRDI) service. Peers use SRDI to push advertisement in-

work, which may be used to design and implement ava”ewdices to their rendezvous peers. The rendezvous/edge peer

of Peer-to-Peer systems. Therefore JXTA offers the means_. .
d ierarchy allows resolver queries to be propagated between
to develop a hybrid overlay network and to orchestrate the . :
rendezvous only, which reduces the amount of peers in-

depl_oyed applications and services. . volved in a search operation significantly.
Figure 3 shows an example of a possible network topol-

ogy. In order to distinguish "normal” peers from ren- . L .
dezvous peers, these are typically called edge peers, be® INnformation Brokering in Venice
cause of the postion at the edge of the overlay network. The
rendezvous peers (nodes in dark grey) are located at the cen- The Information Broker is a core component of the
ter of the network acting as super-peers, while the normalVenice architecture. In this section the functionality of a
edge peers (nodes in light grey) are connected to their cor-directory service and the enhancement to allow for broker-
responding rendezvous peers. ing of non-service data will be explained.
Peers in the JXTA environment organize themselves in
peergroups, which represent a set of peers sharing a comb.1 Directory Service
mon interest and have agreed upon a common set of poli-
cies, e.g. a membership policy. The service-oriented architecture of Venice consists of
Based on the Resolver Service Protocol, which providesa large variety of distributed services belonging to a mul-
resolution operations such as resolving a peer name into anitude of service providers. Therefore it is important to
IP address, defined in the JXTA specifications, the JXTA provide a directory service that enables the service user to

Figure 3. Hybrid P2P-Networktopology of
JIXTA

The JXTA project started as a research project incubat
at Sun Microsystems, Inc. JXTA defines a common set o
protocols for building Peer-to-Peer applications. Thegse a
plications avoid the problem of existing Peer-to-Peer sys-
tems of creating incompatible protocols. The main goal of



find and interact with a service suitable for the desired.task
While a manually updated directory service might contain
services currently not available or outdated servicesatet

no longer provided, it is of huge importance to allow a ser-
vice provider to easily manage the entries of the services
provided. In order to support and encourage the interaction
between a multitude of service providers a decentralized so
lution seems appropriate to prevent censorship of service
entries by a competing service provider. Additionally,lsuc

a solution should be able to allow for an easy addition of en-
tries into the directory service immediately when new ser-
vices are deployed.

The directory service proposed here is based on a P2P
network and therefore able to ensure these requirements.
The integration of P2P into the service-oriented architect
is made transparently by providing a Web Service interface
for information brokering that a service user accesses-to re
trieve the desired data. The services themselves do not have
to participate in the P2P network, they only have to be regis-
tered at the information broker. In the following the advan-
tages resulting from this approach will be explained more
thoroughly:

o Availability of data:A typical directory service can be

a single point of failure and prevent the interaction of
services. One of the advantages of P2P networks is the
robustness of the network during peer failures. While
each service domain can maintain many instances of
the information broker in order to get a load balanc-
ing effect for the local service domain, these instances
also help to ensure the robustness of the P2P-network
itself and by this the availability of the service data is
provided.

e Fast information retrieval: A service-oriented archi-
tecture consists of a large number of services interact-
ing with each other. Therefore the performance of in-
formation retrieval from the information broker can be
a limitation of the architecture. The P2P technology
can help to decrease the effort needed to find a suitable
service. Typically a service is heavily interacting with
local services, e.g. in the Venice architecture there is
a heavy interaction between the Basic VoIP Services,
the Management Services, and the Supplementary Ser-
vices. This interaction is supported by the directory
service, because the information about local services is
stored locally and not in a centralized directory service
residing in a remote location. Although the remote use
of services is possible and service users are encourage
to use the most suitable service for their requests, this
type of service interaction is much less likely and not
critical to performance compared to heavily requested
services.

ware utilizing P2P technology can be difficult. In or-
der to decrease the difficulty of implementing a new
service, the use of P2P is transparent for all services.
Therefore the P2P technology is encapsulated within
the service broker itself and can be accessed via a com-
mon Web Service interface. The transparency also pre-
vents an intermixture of access concepts and protocols,
because now every service is accessible via a Web Ser-
vice interface and only the distributed directory service
itself communicates internally via the P2P network.

Another advantage of this approach is that the secu-
rity of clients behind firewalls is not diminished be-
cause of the need to allow access to a large number
of communication ports. Clients still stay with their
single connection that is needed for Web Service com-
munication, while the P2P-communication is done by
the service providers. Even service providers can gain
some advantage from this approach, because only the
hosts of the information broker need to be accessible
via P2P, while all other services can reside on hosts
protected by a strict firewall and can still utilize the
P2P-functionality.

e Local registration of servicesDuring the deployment

of a new service, this service is registered at the local
domain. This registration also includes the registration
at the local information broker. The process is han-

dled by the local domain administrator and the upto-

dateness of the service information is ensured locally
for each domain itself. Any domain that participates

in this directory service is now able to access this ser-
vice (any authorization considerations are concern of
the Single sign-on service which has been introduced
in section 3.1). Any censorship of a single authority

managing the directory service is prevented by the P2P
concept used within the directory service, which con-

flates the locally available data of all participating ser-

vice domains.

e Set of available services is always up to dathile

the local directory service manages the locally avail-
able services, these data should be always up to date,
because it is important for the flawless access and use
of services in the local domain. The conflation of all
local data results in an up to date directory service for
all domains.

5.2 Extending a Directory Service to an

Information Broker

Although the directory service is the basis for the con-
cept of the Information Broker, it has additional function-

ality. The information provided by the directory service is

e Transparent usage of P2Hoday the creation of soft-

therefore not the only information that can be brokered via
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Figure 4. Transparent Usage of P2P-
Technology through a Web Service Interface

this service. Based on this conceptitis also possible te pub

lish other data. Within the Venice project the Information
Broker is not only publishing the typical data provided by a 5.
directory service, but also data of active clients. Theda da
may range from basic status information, e.g. the online
status of a user, to more sophisticated data like the persona
details of the user. These personal details may include tex-
tual information, but also other data is possible, e.g. @audi
files, images, etc. The strategy how these information is
provided is similar to the concept how the directory service
brokers its information and will be explained in the follow-
ing section by an example showing the brokering of service
information.

5.3 Realization

In order to explain the functionality of the Information
Broker in detail, the process of finding a newly deployed
service will be illustrated. The order of events includes th
initial service deployment, the registration and publmat
of the service within the network, and the search for this ser
vice and retrieval of service information by another sezvic
that needs to use the newly deployed service.

The service directory proposed here consists of two
main components: the Web Service component, providinga 8.
generic interface for searching a service, and the P2P com-
ponent, built on a JXTA basis. Additionally, a domain spe-
cific database is need where the information about services

can be stored and retrieved. The process of finding a service
is separated into multiple steps that will be explained @& th
following using figure 4:

A new service irdomain Ais deployed. In order to
make this service available to other services the local
information brokeris requested to publish this service
to the P2P network.

. The localinformation brokeris advertising the new

service into the JXTA network. From now on the ser-
vice is available not only locally but also for remote
domains likedomain B

. Aclient is requesting a service for a certain task. It is

assumed in this context that the client has the necessary
authorization to request this service. Therefore it is not
of importance for this example if the client belongs to
the localdomain B(the domain of the requested ser-
vice) or is currently in another domain.

. The requested servicedomain Bneeds to access an-

other service to complete the requested task. In order
to find the other service, the servicedamain Bis ini-
tiating the process of information retrieval by sending
arequestto a locahformation broker If the requested
information is about a local service, the resultis imme-
diately returned.

In order to handle a request about a remote service (in
domain A, theinformation brokersearches for the cor-
responding remoteformation broketthat is responsi-

ble fordomain A which is the local domain of the re-
mote service. This search process uses JXTA service
advertisements to publish anformation brokerand
provide a method to access the data.

6. When a correspondingformation brokerhas been

found, a bidirectional pipe is created to retrieve the de-
sired information. A bidirectional pipe is a basic com-
munication channel in IXTA that allows to transfer in-
formation using an XML document.

. The returned data is cached locally at itfermation

brokerof domain Bdue to performance considerations.

Typically a large number of service requests are di-
rected to a small number of services. Therefore a small
cache can allow for a huge increase in performance.
The period of caching such information has been cho-
sen to be short (typically 30 seconds to three minutes)
as a tradeoff between uptodateness and performance.

The returned data is presented to the requesting service
in domain Band can be used to access the remote ser-
vice in domain Aund provide the service needed by
the client.



This example illustrated the process of finding and re- [6] http://Isdis.cs.uga.edu/library/download/VSSPOEH
trieving service information via the Information Broker. MWSDI-JITM.pdf
The process is very similar for other types of information

that is published and brokered by the Information Broker. [7] Markus Hillenbrand, Joachim Gotze, Paul Muller:

Voice over IP - Considerations for a Next Generation
. Architecture, 31st EUROMICRO Conference, Septem-
6 Conclusion ber 2005, Porto, Portugal

Service-oriented architectures consist of various differ [8] Markus Hillenbrand, Ge Zhang: A Web Services
ent services and their flawless interaction is of enormous  Based Framework for Voice over IP, Proceedings of the

importance for the quality of the provided services. A ba-  30th Euromicro Conference, September 2004, Rennes,
sis for service interaction is the directory service thates France
access information for all available services in a serviwe d [9] Ge Zhang, Markus Hillenbrand: Implementing SIP and

main.

The information broker proposed here is a directory ser-
vice based on P2P technology using JXTA and by this over-
comes the typical drawbacks of common directory services
like centralization (single point of failure), uptodatssef [10] Markus Hillenbrand, Paul Mdller, Harald Mdller:
information, etc. Beyond the capabilities of a directory se Voice over IP as Web Service, Proceedings of the 18.
vice, the information broker allows for brokering arbitrar DFN Arbeitstagung, July 2004, Dusseldorf, Germany
data structures within the same P2P infrastructure, eq. th
online status or enhanced personal information of users. A
a proof of the quality of this concept, a prototype has been

develoned and successfully brought into operation within nonomous Computing Environments, Proce_edings of
o vomeg oo o ooo Y DIOUGNT e OPETETion W |awTic 2004, July 2004, Gold Coast, Australia

In the future some improvements to the prototype are in- [12] Ge Zhang, Markus Hillenbrand, Paul Miiller: Facili-
tended. At first the caching operations will be improved to tating the Interoperability amongst different VoIP Pro-
gain an additional increase in performance. Additionally, tocols with VoIP Web Services, Proceedings of the 1st
other P2P frameworks are evaluated and compared with the  |nternational Conference on Distributed Frameworks
currently used JXTA, in order to investigate if changing the for Multimedia Applications DFMA, February 2005,
underlying P2P framework would result in an improvement Besancon, France
in quality and performance.

H.323 Signaling as Web Services, Proceedings of the
30th Euromicro Conference, September 2004, Rennes,
France

S[11] Markus Hillenbrand, Paul Miuller, Kristian Miha-
jloski: A Software Deployment Service for Aut-

[13] Skype, Skype - Free Internet Technology, 2005,
http://www.skype.com
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