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Abstract What isThe Grid? This question has been asked by many people and
has been answered by many more. On our way to the One Grid, it iscurrently only
possible to distinguish between several Computational, Data and Service Grids.
This paper introduces Venice, a lightweight Service Grid that allows for easy
service deployment, easy maintenance and easy service usage. It contains man-
agement services, information services and application services that can be used
to build distributed applications upon. Its main focus in onproviding a flexible
and dependable infrastructure for deploying services thatdo not require special
knowledge and expertise in Grid computing.

1 Introduction

In 1969 Leonard Kleinrock imagined "the spread of computer utilities, which, like
present electric and telephone utilities, will service individual homes and offices across
the country" [1]. Ian Foster and Carl Kesselmann in 1998 initially tried to define a Grid
that could help implement such computer utilities [2]. After several iterations, Ian Fos-
ter finally published his three point checklist [1] that mustbe met by a system to be
called a Grid.

Today, a distinction betweenCompute Grids, Data GridsandService Gridscan be
made to distinguish between the Grid systems available. There is no common definition
for these Grid types, but here they are understood as follows. A Compute Grid provides
resources for high throughput computing and makes possibletime consuming calcu-
lations over the Internet (e.g. by giving standardized access to clusters). A Data Grid
makes available disk space to securely store large data sets. A Service Grid finally uses
these Grid types as a commodity and adds more value to the end-user by providing spe-
cial services like virtualized applications or accurate algorithms and offering intuitive
graphical interfaces to access those services.

A lightweight Service Grid should additionally beeasy to deploy(i.e. service devel-
opers have the ability to create and deploy services very quickly and with tools provided
by the Service Grid),easy to maintain(i.e. service providers get tool support for man-
aging, monitoring and configuring services at runtime) andeasy to use(i.e. service con-
sumers have the ability to use the services of the Service Grid without having to install
special software and can access service functionality withgraphical user interfaces).
A Service Grid should be built on open standards and be applicable to different usage
scenarios – not only high performance computing or high throughput data processing.



While Compute Grid like Unicore [3], gLite [4] and Globus Toolkit [5] (GT4) as
well as Data Grids like the EU DataGrid Project [6] are deployed on a larger scale and
used in world wide research projects, pure Service Grids arenot yet available. GT4
could be regarded as an early version of a Service Grid, but its legacy (especially its
Grid Security Infrastructure and the pre Web services components) makes it neither
lightweight nor easy to deploy, use or maintain.

In the following, the Venice Service Grid will be outlined ona top level view. Some
details about several services have been published previously, but they have since then
been reorganized and completed to create a Service Grid. Theroots of the Venice Ser-
vice Grid are in a telephony project [7] that successfully made available signaling pro-
tocols like SIP, H.323 and several dozen supplementary services as Web services. In
section 2 the overall architecture is explained and the services available in Venice are
introduced. A performance measurement of the basic use casefor accessing a service is
shown in section 3 while section 4 concludes the paper in gives an outlook.

2 Architecture

The Venice Service Grid is an open framework for distributedapplications that allows
the easy creation, deployment, integration, and usage of services. The means to achieve
this are virtualization of the resources used and abstraction from the underlying technol-
ogy using services. By using the Venice Service Grid it is possible for a service provider
to run a single security domain with services for the users ofhis domain. But it is also
possible to connect other domains in order to gain access to the services provided by
these domains. Such a service federation gives seamless access to all authorized ser-
vices within the service federation. Every provider is primarily responsible for his own
customers and services, and Venice provides a secure and standardized passage for
data exchange and service access over the Internet using Webservices and Peer-to-Peer
(P2P) technology (as illustrated in Fig. 1).

Figure 1. The Providers’ Perspective



The services offered by the Venice Service Grid are implemented as Web services
directly on top of the Tomcat [8] servlet container and the Axis [9] SOAP engine. The
services are described using the Web Services Description Language (WSDL) and com-
municate with SOAP over HTTP. The interface definitions are separated in an abstract
service interface definition containing the port types and messages, a concrete interface
definition containing the concrete binding, and a concrete service implementation defi-
nition containing the ports and locations of the real implementation. All data exchanged
between the service entities are specified in publically available XML schema files. This
allows for re-use of the WSDL and XML schema files in the service descriptions.

Figure 2. Architectural Overview

The services of the Venice Service Grid can be divided into three distinct categories
(cf. ’Venice Services’ in Fig. 2).Management Servicesare services necessary for the
common usage and maintenance of users, resources, services, and other entities in the
Grid. TheInformation Servicesare responsible for collecting, managing and distribut-
ing data needed by users or services. TheApplication Servicesfinally are horizontal
services that can be used by any application built on top of the framework and verti-
cal services that are mostly valuable in a specific application domain. An application
consisting of several vertical services ties together the Management, Information and
horizontal Application Services to predefined user accessible workflows. Common to
all those services is that they are equipped with at least onegraphical user interface that
can be started using a special software deployment service (cf. 2.1). Thus, every service
can also be used separately.

In the following subsections, the services already developed and currently being
developed will be briefly introduced.



2.1 Management Services

In order to create an open and dependable service-oriented system, several basic ser-
vices have to be provided that deal with management and maintenance of all services
within the system. The following management services are part of Venice and make
available authentication, authorization, accounting, billing and software deployment.

Single Sign-on Service (SSO).In order to access all services of a provider, a token-
based single sign-on strategy [10] is the most promising approach for a lightweight
Service Grid. A user has to authenticate once and will then receive a token allowing him
to proof his identity in any further communication by providing this token. If the user is
accessing a service, this token will allow the user not only to proof his identity, but also
to proof his right to access this service. As there may be several services involved in a
usage scenario, it is very important to use an authentication and authorization strategy
based on single sign-on. This strategy allows the user to be authenticated to any service
inside the authentication domain without the need to enter his credentials a second time.

The process of authentication in the Venice Service Grid is closely related to the
authentication protocol Kerberos [11], but it is extended to fulfill the needs of a fed-
erated SSO environment on the basis of Web services. The Kerberos Protocol has the
advantage of providing an easy to use basis for a SSO environment utilizing the security
token to prove a successful sign-on.

Figure 3. Authentication and Authorization for a Federated Service

An authentication and authorization infrastructure consists of four basic compo-
nents. The first component is the user or client. This component has to be integrated
in the system of the client and handles any operation needed for authentication and au-
thorization. The authentication service – providing everything needed to allow a user
to claim an identity and proof that this claim is justified – isthe second component. If
the user has successfully claimed an identity, he receives atoken (TGT) to prove his
identity. This TGT has to be used with the third component: the authorization service.
This service provides the user with service tokens (ST) thathave a limited life-time



and allow him access to services, if he has the privileges to use these services. Finally
there is the service component. The task of this component isto ensure that the user of
the service can provide a proper ST, i.e. he is successfully authenticated and received
authorization to access the service, and that the access rights are sufficient to utilize the
requested service functionality.

In the Venice Service Grid, the authentication and authorization functionality is
bundled in the SSO service. The Venice Service Grid offers a distributed authorization
management. Every service is responsible for providing andinterpreting authorization
information. Therefore, the SSO service requests from a service the possible autho-
rization attributes and their range. The service provider can then assign authorization
information to user roles. This data will then be encoded by the originating service and
stored into the SSO’s database where it will be used to createservice tokens. Also the
SSO service can handle different types of service requests.A user signing on can be-
long to the local authentication domain or to a federated domain. Additionally, a user
can call local services or services provided by a federated domain. A local user calling
a federated service is illustrated in Fig. 3. Combined with the distributed authorization
management a flexible cross-domain authentication and authorization infrastructure can
be provided. A more detailed description of this token-based single sign-on solution de-
veloped for the Venice Service Grid can be found in [12].

Metering, Accounting, and Billing Services (MAB). It lies within the nature of a
service-oriented architecture with a sophisticated authorization management to offer
services that provide the same functionality with different quality of service for differ-
ent users – e.g. according to their authorization level. Andthese services can be offered
by different autonomous service providers. In the end, a flexible and open mechanism
for metering and accounting service usage has to be providedas an infrastructural ser-
vice. On top of that, a transparent and secure billing has to be guaranteed. The Venice
MAB services provides an accounting and billing framework for measuring Web ser-
vices, collecting and processing Web service usage records, generating corresponding
accounting information, and charging and billing for the Web services usage according
to the billing strategies. The MAB consists of four layers: the probe layer, the metering
layer, the accounting layer, and the billing layer.

Theprobe layercomprises different types of probes which are responsible for mea-
suring different types of Web services or other objects. These probes can either be
integrated into the Web service or in the host where the Web service is running [13].
Different measured objects and different metrics require different probes; e.g. probes
for measuring the duration of a Web service execution or probes for measuring the
CPU utilization of a Web service instance. Themetering layerprovides services for
gathering measurement information from probes, organizing, storing and transferring
the measured data, and managing the behavior of probes according to accounting poli-
cies. The meter data is stored in meters temporarily and mustbe kept until it is collected
by an accounting service. Theaccounting layerprovides services for gathering meter
data from different meters in its administrative domain, processing the meter data to
generate Usage Records (UR) according to the accounting policies, and sending the
URs to a billing service. Accounting information about composite Web services will be



correlated in this layer [14]. The accounting service is also responsible for controlling
the behavior of the meters. URs generated by the accounting service are stored in an
accounting information database. The URs stored in this database should be permanent
and must be stored securely against unauthorized access. Ina multi provider scenario,
a token based accounting using P2P technology (like [15]) isunder investigation. The
billing layer provides services for collecting the URs from the accounting services, for
calculating the resource usage for different users according to the pricing scheme and
for generating the billing records. The billing records canbe used to generate different
reports. Users can then retrieve their billing reports. If acertain resource usage provision
must be met, notifications will be sent to the authorization service to control different
users’ resource consumption.

Software Deployment Service (SDS).In order to provide an easy-to-use application
to the end-user, it is important to dispense the user from tasks like installing and/or up-
dating software. But software deployment and installationis a tedious task. In a service-
oriented (or client / server) environment, a lot of different client and server types may
participate. Clients have different kinds of hardware and software prerequisites they
bring along while trying to access services. Notebooks and desktop computers are built
using completely different processor architectures and operating systems than PDAs or
cell phones provide. But within a service-oriented architecture, all those clients should
be able to access and use the same service, regardless of their capabilities and prerequi-
sites.

The Venice Software Deployment Service allows the user to run an up to date ap-
plication without any further effort if his client is supported by the application provider.
For most of the Venice services, this client software is justa graphical user interface
and the client libraries needed to access Venice services. Additionally, such a service
enables a service provider not only to maintain a state of theart software infrastructure,
but also to automatically and dynamically replicate certain services to ensure service
availability. This compensates for high load situations and establishes a replica man-
agement. As a result the Software Deployment Service reduces the administration ef-
fort on both sides, the user and the service provider. A comprehensive overview of the
Software Deployment Service can be found in [16].

2.2 Information Services

A Grid needs a starting point where all necessary data can be found to access all other
services. In the Venice Service Grid, theDomain Information Serviceprovides all that
data to users and services. Additional information services provide data about users and
services or make local data available to other service domains.

Domain Information Service (DIS). This service is responsible for providing all nec-
essary information for using services in a domain. Thus, theservice is the starting point
for any further service interaction and for example provides meta data about the single
sign-on service, the information broker and the service domain itself.



Who Is Service (WHOIS). Using this service, it is possible to retrieve data about other
users in the local or a remote domain. The data accessible through this service has to be
authorized by the affected user in order to respect the user’s privacy. This service will
be complemented by a presence service in the future.

Information Broker (IB). This service is a generic service responsible for brokering
service meta data, user meta data and other arbitrary data sets. The service meta data
is used to find a suitable service for the user and can contain various kinds of data, e.g.
data about the interface, dependability information, user’s ratings about usability, etc.
The user meta data is ranging from basic status information,e.g. the online status of
the user, to more sophisticated data like the personal details of the user. These personal
details may include textual information, but also other data is possible, e.g. audio files,
images, etc. The implementation of the Information Broker is based on the JXTA P2P
technology in order to attain scalability and to overcome some shortcomings of UDDI
and other central registries [17].

Some of these shortcomings arecentralizationanduptodateness. A directory ser-
vice like UDDI is typically a centralized service providingdata about the registered
services. This results in a single point of failure if the service is not available. During
operation a single service can be a performance bottleneck and account for a severe per-
formance impact. In Venice, the P2P technology is used to implement a decentralized
registry. Additionally, the quality of a directory serviceis closely related to the quality
of the data it is providing. In most directory services the data is entered manually and
therefore a regular maintenance is needed to keep the data up-to-date. If the data repos-
itory is becoming large, this is only possible with a huge effort and as a result a lot of
entries in a directory service might be outdated. In Venice,a service is automatically
registered with the P2P network when it is deployed and active. Shutting down a service
automatically results in de-registering it from the P2P network.

Therefore, using P2P technology allows to overcome these shortcomings and en-
hance the Information Broker with various beneficial properties:

– Availability. The use of a large number of peers allows for high availability of the
meta data sets, because of data replication within the P2P network. While some
of the peers are offline other peers can offer the requested meta data and therefore
ensure availability.

– Scalability. Every peer of the network can be used to retrieve meta data and thus
removes the performance bottleneck of a centralized registry.

– Robustness. While a centralized registry is a single point of failure, the distribution
of meta data and the large number of access points to these meta data enhances the
robustness of the Information Broker in contrast to centralized registries.

In order to lower the application requirements to use the Information Broker, the
Information Broker provides a Web service interface to the client side. Therefore, the
Information Broker is a dedicated service only concerned with data replication and re-
trieval, while providing transparent access to the P2P network for the requesting party,
that does not directly participate in the P2P Network, but via a Web service inter-
face [18]. Thus the clients requesting data from the P2P network do not have to use
P2P software directly and don’t have to open P2P ports on their operating system.



Service Information (SInfo). Every Venice service has to implement a special inter-
face providing information about the service itself (name,purpose, icon, authorization
scheme, etc.). Only by implementing this interface, the service can be seamlessly inte-
grated into the framework.

2.3 (Horizontal) Application Services

Besides the management and informational services, several other useful services must
be provided by a Service Grid in order to create a solid service foundation to build other
services and applications upon. The horizontal application services within the Venice
Service Grid can be used by any application domain and provide useful functionality of
different kinds. Several services have already been developed and will be complemented
by some more in the near future.

Property Storage Service (PSS).This service securely stores tag/value pairs. As sim-
ple as it might sound, its functionality has a large potential, e.g. for storing user prefer-
ences, service properties or other arbitrary data. This service is massively used by other
services within the framework (e.g. the Notification Service or the Presence Service) in
order to attain location transparency.

Time Keeper Service (TKS). This service can be used by other services or client
programs to store measuring points consisting of a time stamp and a context. After
measuring a sequence of data points, a time series analysis can be visualized and ex-
ported as image or text files. The results shown in section 3 have been measured and
visualized using the Time Keeper Service. The overhead produced by the Time Keeper
Service for each measurement is around 3500 ns.

Location Service (LOCS). When it comes to locating physical resources (printers,
scanners, laboratory equipment, etc.) in three dimensional space, this service provides
a geometric and symbolic positioning scheme and a useful plugin mechanism for inte-
grating several location sensing techniques (like GPS, RADAR, etc) into clients. The
Location Service provides standardized location information about humans or objects
based upon the collected data of various different locationsystems. These location sys-
tems implement different location technologies, e.g. satellite based location technolo-
gies, cellular network based location technologies, indoor location technologies. There-
fore all available data of the different location systems isused to compute the location
of a person or object as exact as possible and to provide for the service user a trans-
parent transition between different location systems. This finally allows for finding the
nearest suitable resource for a specific task.

Notification Service (NS). A publish/subscribe notification service enables applica-
tions and services to subscribe for topics of interest and receive notifications when an
event of interest appears. Such a service reduces polling and can even be used for de-
ferred message delivery if a client or service is currently not running. Using the notifica-
tion service it is possible to react to events occurring in the Service Grid by specifying



other services or tools that will be triggered by such an event. Every service implement-
ing a special NotificationSink interface can receive notifications sent by the Notification
Service. The services issuing notifications have to implement a NotificationSource in-
terface so that it is possible to extract meta data about the potential notifications sent by
the service.

Presence Service (PS).In order to strengthen user interaction inside the Venice Ser-
vice Grid and to demonstrate the possibilities of the Information Broker, a Presence
Service according to [19] is currently being developed. A presence service allows users
to subscribe to each other and be notified of changes in state.Additionally, it is possible
to apply certain rules of notification to groups of users. On top of the Presence Service
and in combination with the Notification Service it will be possible to define actions
that can be triggered when a certain state within a presence group appears.

Figure 4. Performance Evaluation (UML Diagram)

2.4 (Vertical) Application Services

In a first application scenario, the framework has been used as an infrastructure for a
Web services based Voice over IP (VoIP) application1. Several services dealing with
VoIP functionality have been developed and brought into operation [7] (cf. VoIP in
Fig. 2). A basic VoIP service abstracts from underlying VoIPprotocols and gives access
to both SIP and H.323 telephony. Additionally, phone calls can be made to the classic
ISDN network by using an Asterisk server. Several additional supplementary services
like Call Forwarding, Call Completion, a Voice Mailbox and aCall Center etc. make it
worthwhile for the customers to use these VoIP services. Themain goal was to move
as much code as possible from the client to the services and tobe able to seamlessly
integrate new supplementary services or larger software updates without interruption.

1 This research has been funded by Siemens AG, Munich.



In a current research project called DASIS2 [20] (cf. Virtual Office in Fig. 2), the
framework is used to virtualize the devices, tools and workflows of an ordinary of-
fice. Here, the Location Service will be responsible for locating physical resources like
printers and scanners and associate it with other services or workflows.

3 Performance Evaluation

In order to evaluate the performance of the Venice Service Grid, the Time Keeper Ser-
vice can be used to measure the time it takes to execute a specific task. The current time
is calculated by a native (Windows or Linux) dynamic link library before and after a
task. In this section the evaluation of an authorized Web service call as shown in Fig. 4
will be discussed. An evaluation of the SSO service itself has already been published
in [12]. This measurement is not intended to compare the Venice Service Grid to other
Grid technology; such a comparison would be unfair due to thedifferent approaches
of the diverse Grid solutions. It merely shows that the overhead produced by the SSO
service (programmed in Java 2 5.0) is acceptable.

Figure 5. Performance Evaluation (Results)

The client has to request a TGT, request a ST and then subsequently call a sim-
ple Web service that checks the authorization of the client and returns the extracted
username. This means, that at least some decryption of tokens has to be made by the
service in order to extract the user name. Whenever the ST hasbecome invalid, the
client requests a new one from the SSO Service. In order to simulate a real service us-
age, the clients waits some time between the calls (randomlybetween 0 and 1 second).

2 This research is part of the Cluster of Excellence "Dependable adaptive Systems and Mathe-
matical Modeling" funded by the Program "Wissen schafft Zukunft" of the Ministry of Sci-
ence, Education, Research and Culture of Rhineland-Palatinate, AZ.: 15212-52 309-2/40 (30)



In the evaluation scenario, five Java clients have been in operation simultaneously on
five different hosts running under Windows and Linux. The Venice services have been
deployed on a single Tomcat server (running under Linux withtwo Pentium 4 proces-
sors at 3 GHz). Server and clients have been connected by a 100Mbit/s LAN. On the
clients side, submitting the data to the Time Keeper Serviceadds an overhead of approx.
7 µs to each measurement.

Figure 6. Performance Evaluation (Results)

Fig. 5 shows the time needed during 10,000 successful Web service calls. The arith-
metic mean of a call is 19 ms. The standard deviation of the normally distributed value
set is 64.62 ms. Additionally Fig. 6 shows the cumulative distribution of all test sam-
ples. Approximately 90 per cent of all request can be handledwithin 20 ms, 95 per cent
within 25 ms and nearly all requests can be handled within 40 ms. This leads to the
conclusion that there are only very few requests that consume a huge amount of time.
A reason might be fluctuations of the network performance or within the Java virtual
machine, e.g. garbage collection.

4 Conclusion and Future Work

This paper described the Venice Service Grid focussing on a lightweight approach for
an easy to deploy, easy to maintain and easy to use Service Grid. The basic framework
provides an open, dependable and flexible framework for deploying services to end-
users. The architecture consists of Web services belongingto three different categories:
Management Services, Information Services, and Application Services. The Manage-
ment Services are necessary for the common usage and maintenance of Grid entities.



The Information Services collect, manage, and distribute information needed by users
or services. As horizontal services the Application Services are typical services that can
be used by any application that is build on top of this framework.

In the future the integration of the Web Services Resource Framework (WSRF) will
allow for separating resources from services and – on the long run – allow for com-
patibility with other WSRF-enabled products like GT4. A connection to GT4, Unicore,
gLite will transparently make available computing power and large data stores to all
services and users inside Venice. The goal is to treat e.g. a GT4 node like a resource
in Venice and thus enable all Venice services to acquire additional computing power or
storage.
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