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1 Motivation

The Venice Service Grid [7] (in short just Venice) pro-
vides an framework for building applications on top of
widely distributed services. As a Service Grid, Venice ab-
stracts from underlying hard- and software, hides the com-
plexity of its resources and focuses on the end-user by pro-
viding intuitive means for service access. In order to be
lightweight, Venice is easy to deploy (i.e. quick service cre-
ation and deployment), easy to maintain (i.e. tool support
for management, monitoring, and configuration at runtime)
and easy to use (i.e. no installation for end-users, graphical
user interfaces for access).

From a software infrastructure view, Venice is based on
a pure service-oriented architecture (SOA) [2] and focuses
on openness [9], dependability [5] and security [6]. It is im-
plemented using Web services technology [1]. Its services
can be deployed on the Internet – secure and reliable ac-
cess to the Venice services is managed by the infrastructure.
The set of services Venice offers range from service man-
agement at runtime, resource and service information and
access, collaboration and communication, and utility ser-
vices for building applications upon. The Venice runtime
environment can be used for service development and de-
ployment as well as client development and service access.

Several application and usage scenarios rely on having
a file system to reliably and persistently store files. Nor-
mally, this is done by using a local file system or mounting
a remote file system to a machine where the application is
running. But in a service-oriented system, where all ser-
vices are distributed and work together to form an applica-
tion, it is impossible to create secure access to one single file
system that all services share. Hence a specialized service
providing a virtual file system is the best way to seamlessly
integrate the functionality of a file system into a service-
oriented application. Thus, this file system service can be
used by the services that form the application. All security
mechanisms of the underlying service framework can be ef-
fective. This includes delegation, where permissions can be
transferred to other users or services of the system.

2 Related Work

The Amazon Simple Storage Service (Amazon S3) pro-
vides a “highly scalable, reliable, fast, inexpensive data
storage infrastructure” [8] for storing, accessing and delet-
ing objects from anywhere. Access control lists can be de-
fined for each object. The access protocols are SOAP and
REST over HTTP, a BitTorrent protocol interface is also
provided.

In the area of Grid Computing and Data Grids, the most
prominent solutions for providing access for backend stor-
age systems are dCache [4] and OGSA-DAI [10]. They spe-
cialize on large files or data sets. They have a large footprint
that makes them difficult to incorporate in a lightweight ser-
vice Grid, neither on the service nor on the client side.

3 The Venice File System Service

The architectural layout of the File System Service cur-
rently being developed is shown in Figure 1. As a Venice
service it exposes its functionality through a Web services
interface. The interface defines operations for creating, re-
trieving, uploading and deleting files in the virtual file sys-
tem. It is also possible to list the files already stored, either
per directory or recursively. The meta data of files stored in
the virtual file system can also be retrieved. This meta data
contains the usual information like read and write permis-
sions or the size of a file, but it additionally provides access
control lists that show who might access a file or directory
with what permissions. Here, the file system service is di-
rectly intertwined with the Venice user and security model.

The functionality that makes the Venice File System Ser-
vice different from the solutions described in section 2 is the
ability to mount other remote file systems into the virtual
file system tree without using underlying operating system
mechanisms. Several adapters are available that can access
directories from FTP or HTTP servers as well as remote file
systems that are accessible via SFTP (e.g. the secure FTP
daemon that comes with SSH). It is thus possible for a user



to mount the frequently used file systems at the local desk-
top into the remote virtual file system tree. The implemen-
tation uses the Apache Commons VFS library [3] to achieve
this. The File System Service then gives coarse-grained ac-
cess to those remote file systems (in contrast to the fine-
grained object-oriented access model of Apache Commons
VFS).

Figure 1. Architectural Layout of the Venice
File System Service

Other adapters could connect the File System Service
with remote virtual file systems like Amazon’s S3 Web ser-
vice or dCache sites. From a client’s perspective, there is no
difference in using a file from the File System Service’s lo-
cal file system or a mounted remote file system. The Venice
File System Service abstracts from these details and hides
them from the clients. It should be noted, that the client has
to submit his credentials for accessing a remote file system
to the File System Service. This might be a security issue
as the client has to trust the File System Service to securely
store these credentials.

The File System Service not only stores the files, but
it also gives access to those files. A user can retrieve any
file stored in the File System Service from virtually any-
where. A straightforward solution would be to retrieve the
files through the Web service interface. This solution is ap-
plicable for small files due to the nature of XML encoding
and SOAP transmissions. Therefore the Venice File Sys-
tem Service also supports other means for accessing stored
files. Two standard protocols (FTP and HTTP/HTTPS) will
be supported by the service.

4 Conclusion and Future Work

The Venice File System Service provides a virtual file
system within the Venice Service Grid that can be used by
Venice users or services. It offers the usual file system abili-
ties and additionally mounts remote file systems via (S)FTP
and HTTP(S).

The current status of the implementation allows to up-
load and download files to the service’s local file system.
It is also possible to mount remote file systems into the

tree. Accessing those file is currently under development as
well as exposing those files to the client side with FTP and
HTTP(S). When the implementation is complete, an eval-
uation will have a look at the performance of the service
within the Venice Service Grid.
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